NYCHPD Azure Virtual Desktop (AVD) Thin Client
Remote Access Instructions

1) To access your HPD AVD Desktop remotely please visit www.hpdnyc.org from your web
browser (Edge, Chrome, Safari etc.). on your Windows, Mac, or Chromebook computer.

2)

3)

Click RA on the menu.
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OFFICE.COM (access to eMail & Microsoft Office)
Employee Self Service

Emergency Contingency Plan
HPD COVID-19 Training Video
Emergency Notification Information

Latest Emergency Information

Click on AVD (Azure Virtual Desktop) THIN
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AVD (Azure Virtual Desktop) THIN \

AVD Client Installation (FULL)

RA MFA
RA DEV (used for testing)

RA GLD (used for testing)

Depending on if you have previously signed in on the computer, you will either be prompted
to ‘Sign in’ or ‘Pick an account’. In either instance you will use your HPD Email and then

enter your Password at the following screen.

| L EVH
w1 Microsoft =. Microsoft
Sign in
Pick an account

Email or phone

Can't access your account?

—I— Use another account

Q Sign-in options

@ USER ID@hpd.nyc.gov
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7)

NveoT!
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“USERID@hpd.nyc.gov

Enter password

Forgot my password

Terms and conditions of the City of New York's Cloud
Use Policy:

By signing into the NYC.gov Microsoft portal, you
agree 1o abide by the terms and conditions of the
City of New York's Cloud Use Policy. All data that you
access on this portal is the property of the City of
New York. By signing into the portal, you consent to
the disclosure of any information or the content of
files you enter. Users are responsible for ensuring
that they act in accordance with this policy and other
policies and legislation applicable to the City of New
York data.

As a part of your login, you will be prompted to complete your login using your Multi Factor
Authentication. If you are familiar with the MFA process please complete the MFA process
and proceed to step 7.

Note:

(We recommend using the Microsoft Authenticator App on your Smartphone available in
the app store on your mobile device).

Authenti-
cator

If you are unfamiliar with MFA you can visit www.hpdnyc.org and click on ‘Teleworking’ on
the menu and choose one of the MFA documents, ‘MFA (Multi Factor Authentication)
Setup’, ‘MFA Instructions for Remote Access’ or ‘MFA Frequently Asked Questions’.

Department of Housing
Preservation & Development

R Teleworking

HPD Teleworking Technology Usage and Data Privacy Guidelines

Home  Useful Links turn to Work  About

AVD Remote Access Instructions - Windows

AVD Remote Access Instructions - Macbook

AVD Remote Access Instructions - Chromebook
Office365 Instructions & helpful tips

Change your Password while in RA mode - Video Tutorial
Combining PDF files using Adobe Acrobat Pro DC - Video Tutorial
Microsoft TEAMS tutorial Videos

MFA (Multi Factor Authentication) Setup g

MFA Instructions for Remote Access ip—————
MFa Frequently Asked Questions (FAQ) 4

PC Desktop at Home Hardware Setup Instructional Video

PC Desktop at Home Wi-Fi Setup Instructional Video

Once you have completed your login you will be brought to the Remote Desktop Web Client
window shown below. Click on your ‘HOST POOL HPD General’ Icon.
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w Try the new client (Preview) e g @

(i) Privacy settings for managed resources have been preset by your organization. Learn More *

~  NYC HPD AVD WORKSPACE

HOST POOL
HPD General

-

8) You will see the ‘Access local resources’ popup window shown below.
We recommend choosing ‘Camera’ in addition to the already checked boxes ‘Printer’ and
‘Microphone’ (This will prove to be handy if you plan on using Microsoft Teams or similar
applications on your AVD Virtual Desktop. Click Allow when you have completed checking
the boxes you wish.

Access local resources
Allow the remote computer to access the following resources on my computer:

Printer Microphone
[ camera [Preview]

[J pon't ask me again for connections to this computer

m Cancel

Access local resources

Allow the remote computer to access the following resources on my computer;

Printer Microphone

Camera [Preview]

[ Don't ask me again for connections to this computer

- =N
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9) You will once again be prompted to enter your HPD Logon Credentials. Enter your
credentials and click ‘Submit’

Enter your credentials

Username

USERID @hpd.nyc.gov

Password

10) The following screen will be the standard HPD Use acceptance screen you are familiar with.
You may Click ‘OK’

WARNING!

This computer system, including all related equipment, is the property of the NYC
Department of Housing Preservation and Development (HPD) and is solely for uses
authorized by HPD. You have no right to privacy on the system, and all information
and activity on the system may be monitored. Any unauthorized use of the system
may result in disciplinary action, civil or criminal penalties., Your use of the system
constitutes express consent to the above terms and conditions., HPD COMPUTER
HELPDESK: 212-NYC-HELP (212-692-4357)

11) You may also notice a pop up window shown below asking for permission to ‘use your
camera’. This is your web browser asking permission for the AVD application to use your
camera, you may click ‘Allow’.

client.wvd.microsoft.com wants to

B Use your camera

NYCHPD HPDTECH v8.21.2023



12) You will now receive your HPD AVD Virtual Desktop. Shown below is the desktop

highlighting the ‘Full Screen” button. This will allow you a more immersive experience.
@ (3 HOST POOL HPD General x % @ & 2 o

Clicking this icon will toggle between
full screen and window mode

S % f

13) You are now able to access your HPD Virtual Desktop you have access to all of your files on
your Network Drives i.e. R:\ S:\ etc, including OneDrive. You also have access to all of your
standard applications i.e. Outlook, Teams, Word, Excel, HPDInfo, Intranet Homepage etc. -
Please note this is the Desktop you should use to access the Microsoft Teams Application
so you will be able to communicate using your microphone, speakers and camera.

- Only if you need access to special applications i.e. Elite, WMS, Adobe Acrobat Reader etc.
locally installed on your HPD Physical PC you can proceed to step 14. If not please proceed
to Step 17.

14) If you need to access a special application installed on your HPD Physical PC please click on
the Remote Desktop Icon Highlighted in the image below.

a Qe

NYCHPD HPDTECH v8.21.2023



15) You will see the Remote Desktop Application open and you will enter your PC Name in the
space provided. You may then click ‘Connect’.

Remote Desktop
»¢) Connection

l Computer. L\WIN]OIISERID ,‘ |

Username:  None specfied

You will be asked for credentials when you connect M
3

¥ Show Options =P Comnect Help

-
16) You will be prompted to enter your HPD Network Credentials

Depending on whther you have logged in previously or not, you will see one of the two
screens below.

USERID or HPDNYC\USERID and your standard HPD Network Password. Click OK to login
and receive access to your HPD Physical PC desktop.

Windows Security
Windows Security

Enter your credentials .
Enter your credentials

These credentials will be used to connect to win10-USER ID

Last Name, First Name These credentials will be used to connect to win10-USERID

| ‘ : ‘ USERID
HPDNYC\ USERID

[] Remember me ‘ Password

More choices ah o Domain: HFDNYC
Last Name, First Name £
A HpDNYO) USERID X [[] Remember me

89 Use adifferent account { More choices

Cancel
Cancel

17) You will now see your standard HPD Phy5|cal Desktop

18) It is important to remember to properly log-off of all Desktops you access remotely.
Please Ensure that when you are done using the desktop(s), you click the windows menu
button, then right-click on your name or ID and then choose ‘Sign-Out’ for each desktop

-
5 Type here to search
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