NYCHPD Azure Virtual Desktop (AVD) Full Client
Remote Access Instructions

1) To access your HPD AVD Desktop remotely please visit www.hpdnyc.org from your web browser (Edge,
Chrome, Safari etc.). on your Windows or Mac computer.
2) Click RA on the menu.
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3) Click on AVD Client Installation (FULL)
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4) Click on the ‘Open Microsoft Store button.

Open Microsoft Store?

https://aka.ms wants to open this application.

[0 Always allow aka.ms to open link: pe in the associated app

5) Click on the ‘Get’ button,
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http://www.hpdnyc.org/

6) Click on the ‘Open’ button. This will install the ‘Azure Virtual Desktop Application’ (Note: This is a one time
only installation).
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7) Once installation completes you will see a flashing icon on your taskbar. First right-click the icon and choose
pin to taskbar (this will come in handy later). Next left-click on the icon.
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8) You will now see the ‘Let’s get started’ screen where you will click the ‘Subscribe’ button.
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Let’s get started

Subscribe t s managed apps and desktops provided by your organization. These resources will be available from this client and the Start Menu.

Privacy settings for managed re; ces have been prese our organization. Le

Subscribe Subscribe with URL

9) Depending on if you have previously signed in on the computer, you will either be prompted to ‘Sign in’ or
‘Pick an account’. In either instance you will use your HPD Email and then enter your Password at the
following screen.

Ofon o Tachnology & ncvason

€USER ID@hpd.nyc.gov

Enter password

Forgot my password

B8 Microsoft - .

e BE Microsof
Sign in

S Pick an account

email or phone

Terms and conditions of the City of New York's Cloud

Can't access your acco Use Policy:
Can't access your account? IE (s % 0TI %

8y signing into the NYC.gov Microsoft portal, you
agree to abide by the terms and conditions of the
City of New York's Cloud Use Policy. All data that you
access on this portal s the property of the ity of
+ Use another account New York. By signing into the portal, you consent to
the disclosure of any information or the content of
files you enter. Users are responsible for ensuring
that they act in accordance with this policy and other
policies and legislation applicable to the City of New

% Sign-in options York data.
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10) As a part of your login, you will be prompted to complete your login using your Multi Factor Authentication.
If you are familiar with the MFA process please complete the MFA process and proceed to step 12.
Note:
(We recommend using the Microsoft Authenticator App on your Smartphone available in the app store on
your mobile device).

Authenti-
cator

11) If you are unfamiliar with MFA you can visit www.hpdnyc.org and click on ‘Teleworking’ on the menu and
choose one of the MFA documents, ‘MFA (Multi Factor Authentication) Setup’, ‘MFA Instructions for
Remote Access’ or ‘MFA Frequently Asked Questions’.
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12) Once you have completed your login you will be brought to the Remote Desktop Client window shown
below. Click on your ‘HOST POOL HPD General’ Icon.
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13) You will once again be prompted to enter your HPD Logon Credentials. Enter your credentials and click ‘OK’
% Windows Security p

Enter your credentials

These credentials will be used to connect to NYC HPD AVD
WORKSPACE.

Last Name, First Name

USERID @hpd.nyc.gov

| | Remember me

14) The following screen will be the standard HPD Use acceptance screen you are familiar with. You may Click
IOK'

WARNING!

This computer system, including all related equipment, is the property of the NYC

Department of Housing Preservation and Development (HPD) and is solely for uses
authorized by HPD. You have no right to privacy on the system, and all information
and activity on the system may be monitored. Any unauthorized use of the system

may result in disciplinary action, civil or criminal penalties., Your use of the system
constitutes express consent to the above terms and conditions., HPD COMPUTER
HELPDESK: 212-NYC-HELP (212-692-4357)

15) You are now able to access your HPD Virtual Desktop you have access to all of your files on your Network
Drives i.e. R:\ S:\ etc, including OneDrive. You also have access to all of your standard applications i.e.
Outlook, Teams, Word, Excel, HPDInfo, Intranet Homepage etc. - Please note this is the Desktop you should
use to access the Microsoft Teams Application so you will be able to communicate using your microphone,
speakers and camera.

- Only if you need access to special applications i.e. Elite, WMS, Adobe Acrobat Reader etc. locally installed
on your HPD Physical PC you can proceed to step 14. If not please proceed to Step 17.

16) If you need to access a special application installed on your HPD Physical PC please click on the Remote
Desktop Icon Highlighted in the image below.
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17) You will see the Remote Desktop Application open and you will enter your PC Name in the space provided.
You may then click ‘Connect’.

Remote Desktop
»¢) Connection

l Computer. L\WIN]OIISERID ,‘ |

Username:  None specfied

You will be asked for credentials when you connect M

¥ Show Options Connect Help

| mwmumm.-‘ Sy |

18) You will be prompted to enter your HPD Network Credentials
Depending on whether you have logged in previously or not, you will see one of the two screens below.
USERID or HPDNYC\USERID and your standard HPD Network Password. Click OK to login and receive access
to your HPD Physical PC desktop.

Windows Secur
¥ Windows Security

Enter your credentials y
Enter your credentials

These credentials will be used to connect to win10-USER ID

Last Name, First Name These credentials will be used to connect to win10-USER ID

‘ | | USERID
HPDNYC\ USERID

[] Remember me e | ssword

More choices o W Domain: HPDNYC

Last Name. First Name
R

HPDNYQ USER ID [[] rRemember me

8 Use adifferent account | More choices

Cancel

19) You WI|| now see your standard HPD Phy5|cal Desktop

20) It is important to remember to properly log-off of all Desktops you access remotely when you are done
with them.
Please Ensure that when you are done using the desktop(s), you click the windows menu button, then
right-click on your name or ID and then choose ‘Sign-Out’ for each desktop

Hardt Ill, Richard

Documents Right-click your Name or ID

ctures

Click the windows menu button

—
[0 Type here to search

21) Your installation process is now complete.
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22) To access your HPD AVD Desktop going forward you simply click on the Azure Virtual Desktop application
icon from your taskbar or from your start menu and follow this document from Step 9.

: 12:12 PM
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23) As a final note please ensure your home laptop or PC has the power settings, screensaver etc. disabled to
prevent premature AVD timeouts.

Type Settings in the Windows Search Bar and choose Power & Sleep and ensure the settings below are

enabled.
Settings
@ Home Power & sleep
Find a setting | Screen
System When plugged in, turn off after
Never
3 Display
49 Sound Sleep
[ Notifications & actions When plugged in, PC goes to sleep after

Never
J Focus assist

@ Power & sieep

Type Settings in the Windows Search Bar and choose Change Screen Saver and ensure the settings below
are enabled.

& Screen Saver Settings X

Sareen Saver

Screen saver

(None) v
[J On resume, display logon screen

Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings

Type Control Panel in the Windows Search Bar Choose Control Panel and then Choose Power Options
Inside the Control Panel \ Power Options settings ensure ‘Turn off the display’ and ‘Put the computer to
sleep’ are both set to ‘Never’ and remember to click save changes.

= » Control Panel > AllC Panel ltems > Power Options > Edit Plan Settings

Change settings for the plan: Balanced

Choose the sleep and display settings that you want your computer to use.
D Tum off the display: Never ~

% Putthe computer to sleep:  Never v

Change advanced power settings

Restore default settings for this plan

Savechanges | | Cancel

NYCHPD HPDTECH v8.21.2023



